[Tpunoxxenne Ne 2
K 00s13aTeIbHON HH(DOpMaLIUH
TUTS pa3MeNCHHs Ha caiiTe

MH®OPMALIMOHHAS TIAMSITKA
JUISI OBYYAIOIIUXCS 1151 PASMEILEHUS
HA OPUIHUAJIBLHBIX UHTEPHET-PECYPCAX

C KaXapIM TOIOM MOJIOAICKM B HMHTEPHETE CTAHOBUTHCS OOJbIIE, a
IIKOJIbHUKU OJHW W3 CaMbIX aKTUMBHBIX MOJib30BaTene Pynera. Mexay tewm,
MOMUMO OTPOMHOTO KOJMYECTBA BO3MOKHOCTEH, HHTEPHET HECET U MPOOJIEMBI.
Ota namsTKa J0JKHA IOMOYb Tebe 0e301acCHO HaXOAUTHCS B CETH.

KomrmbroTepHsie BUPYCBI

KoMIIbrOTEpHBIN BUPYC - 3TO Pa3sHOBUAHOCTH KOMIIBIOTEPHBIX MPOTPaMM,
OTIMYUTENBHON 0COOEHHOCTHIO KOTOPOM SIBISETCSI CIOCOOHOCTH K Pa3MHOKEHUIO.
B nomnonsenue K 3TOMy, BUPYChl MOTYT IOBPEAUTH WM MOJHOCTBIO YHUUYTOKUTH
Bce (pailyibl U JaHHBIE, TOAKOHTPOJIBHBIE TTOJIB30BATEIN0, OT UMEHH KOTOPOTO ObLIA
3amyllleHa 3apa)KeHHAsl MpOorpaMma, a TAKKE MOBPEINTh WJIU JAXKE YHUUTOKUTH
ONEpPallMOHHYIO CUCTEMY CO BceMH (pailiaMu B LiesoM. B OOJBIIMHCTBE Cily4aeB
PaCIPOCTPAHSIOTCS BUPYCHI U€PE3 UHTEPHET.

Metoapl 3aUThI OT BPEIOHOCHBIX IIPOIPAMM:

1. Hcnonb3yih COBpPEMEHHBIE OINEPALMOHHBIE CHUCTEMBI, HMEIOIIUE
CEPBE3HBIM YPOBEHD 3aLIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. llocTossHHO ycTaHaBnuBad mnadTd (LUUQPPOBBIE 3aIJIATKA, KOTOpHIE
aBTOMATUYECKM YCTAHABIMBAIOTCS C LENbIO JOPAOOTKU MpPOrpaMMbl) U ApPYyTUe
OOHOBJICHUSI CBOEW omepannoHHON cuctembl. CkauuMBail WX TOJBKO C
opurmanpHoro caiita paspaborunka OC. Ecmm cymecTtByer  pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. Paboraii Ha CcBO€M KOMIIBIOTEpE O] MpaBaMHU IOJb30BaTENsl, a HE
aJIMUHUCTpATOpa. OTO HE IMO3BOJIMT OOJIBUIMHCTBY BPEJOHOCHBIX MPOrpaMm
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEDE;

4. Hcnonb3yil aHTUBHPYCHBIE TPOrPAMMHBIE NPOAYKTHl HW3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY AJIS IOCTOPOHHUX JIUIL;

6. Mcnonb3yi BHELIHUE HOCUTENN UH(OpMALMKU, TaKUE KakK (Iielka, JUCK
WK (pailn U3 MHTEPHETa, TOJIBKO U3 MPOBEPEHHBIX HCTOUHUKOB,;

7. He oTkpbiBail KOMMBIOTEPHBIE (Dailsibl, MOTyYEHHbIE U3 HEHAAEKHBIX
WCTOYHUKOB. Jlaxe Te (aitpl, KOTOphIe MPUCIIAT TBOM 3HAKOMBIN. JIydIie yTouHnu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 3T0 He Buj iepeiaun TaHHBIX, HE TEXHOJIOTHS, @ BCETO JIUIIb OPEHI,
mapka. Eme B 1991 rony HuaepnaHackas KOMITAHHS 3apeTHCTpUpOBalia OpeH.



"WECA", uro o6o3nauano cnoBocoueranue "Wireless Fidelity", kotopsrit
MepeBOIUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Ha1iero BpeMeHu JIo1uia ipyras ab0peBuaTypa, Kotopasi aBjseTcsl TaKO!
e TexHosnorued. Oto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C
HaMEKOM Ha CTaHAapT Bbiciel 3ByKoBo# TexHuku Hi-Fi, 4To B mepeBoie o3Havaer
"BBICOKAsi TOYHOCTD'".

Jla, 6ecruiaTHbIN UHTEPHET-IOCTYI B Kade, OTEISAX U adporopTax siBIsIEeTCS
OTJINYHOM BO3MOXHOCTBIO BbIXOJIa B MHTEepHET. HO MHOTME SKCHEepThl CUUTAIOT,
yTo obmenoctymubie Wi-Fi ceTu He sBsIOTCS 6€301aCHBIMHU.

CogeTsl 110 0€301acHOCTH Pa0OTHI B 00MIEIOCTYMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nuuHy0 nHpopmarmio yepes oodmeaoctynasie Wi-
Fi cetn. Pabotast B HUX, *KeNaTeIbHO HE BBOAWTH MAPOJH JOCTYIIA, JIOTHHBI U
KaKHue-TO HOMEPa;

2. Vcnionb3y#t 1 0OHOBIISANM aHTUBUPYCHBIE POrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonp3zoBanuu Wi-Fi oTkimoun Qynknuro "OOmuid A0CTYNm K
daiinam u npuHTepam". JlaHHas (GyHKIMS 3aKpbiTa MO YMOJTYAHHUIO, OJHAKO
HEKOTOPbIE MOJIH30BATENN AKTUBUPYIOT €€ JUIsl yA00CTBa UCIIOJIb30BaHUs B paboTe
WM y4eoe;

4. He wucnonp3yit myOaumunbeii WI-FI mis mepemaun JudHBIX JaHHBIX,
HaIrpuMep JJIsl BBIXOJIa B COLIMAIBHBIE CETH WJIN B AJICKTPOHHYIO MOYTY;

5. Ucnonw3yii Tonbko 3amuiieHHoe coequaenne yepe3s HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B MmoOunpHOM Tenedone otkimoun ¢yHknuoo "Tloakmouenne k. Wi-Fi
apTomatnuecku'". He momyckaii aBTOMAaTHYECKOTO MOJAKIIOUYEHUS! YCTPOMCTBA K
cetssim Wi-Fi 6e3 TBoero cornacus.

CounanibHbie CETH

CornmanbHble CETH aKTUBHO BXOJISIT B HAIITY KU3HB, MHOTHE JIFOJIU pa0OTarOT
¥ JKUBYT TaM MOCTOSTHHO, a B Facebook y»ke 3apeructprupoBan Musinap1 4eoBex,
YTO SIBJISIETCSI OHOM CEIbMOM BCEX KUTEJIEH IIaHEThl. MHOTHE NOJIb30BaTENIN HE
MOHUMAIOT, YTO WH(OpMAaIKs, pa3MEIIeHHAas: UMHU B COLMAIBHBIX CETSAX, MOXKET
ObITh HaMIEHa W HCIOJh30BaHA K€M YTOJIHO, B TOM 4YHCIJI€ HE 00s3aTeIhHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COITUATILHBIX CETX:

1. Orpannys criucok py3ei. Y 1e0s B Apy3bsiX HE JOJKHO ObITh CITy4alHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3aunmmiail cBOIO 4YacTHYIO >KWM3Hb. He ykaspiBail mapoiiv, TenedoHsl,
aapeca, JaTy TBOEro POXICHHS U JAPYTyH JIMUYHYIO  HWH(poOpMaIuio.
3JI0YMBIIIUICHHUKH MOT'YT UCITOJIb30BaTh JIayke MH()OPMAIIUIO O TOM, KaK Thl U TBOU
POJUTENH MUIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amnmuiaii CBOI0 penmyTaIuio - IEPKU €€ B YUCTOTE U 3aj1aBaii ce0e BOIPOC:
XoTen OBl ThI, YTOOBI JAPYTHUE TMOJH30BATEIN BHUICIH, YTO ThI 3arpyKaciib?
[Tomxymaii, mpesxJie 4eM 4TO-TO ONMyOJIUKOBATh, HAIMUCATH U 3arPy3UTh;



4. Eciv Thl TOBOPUIIB C JIFOJIbMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE
peaigbHOE UM U IPYTYIO JIMUHYIO0 UH(MOPMAIMU: UMS, MECTO JKUTEIIbCTBA, MECTO
y4eObl U poyee;

5. Uz0beraii pazmemienus pororpaduii B IHTEpHETE, IIe T H300pa)KeH Ha
MECTHOCTH, I10 KOTOPOU MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHUE;

6. [Ipu perucrpanuu B COLUAIBHOM CETH HEOOXOAMMO HCIOIb30BAThH
CJIOXHBIE MAaPOJIU, COCTOSAIIUE U3 OYKB U U U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE
8;

7. Hdns couManmpHOW CETH, MOYTHl WU JPYTUX CaANTOB HEOOXOAMMO
UCIIOJIb30BATh pa3HbIe Mapoiu. Toraa eciau Te0s B3JI0MAIOT, TO 3710y MBIIUICHHUKH
MOJIy4aT JTOCTYII TOJIBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3zy.

DJIEKTPOHHBIE JICHbI U

DNEeKTPOHHBIE JI€HBIM - 3TO OYEHb YJIOOHBIA CIOCOO MIIaTEXEeH, OJHAKO
CYILECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT NOJIYYUTh 3TH JEHBIH.

DNEKTPOHHBIE ICHBIY MOSIBUIMCH COBCEM HEABHO M UIMEHHO M3-3a 3TOT'O BO
MHOTHX I'OCYyAapCTBax J0 CUX HOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (PyHKIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, /1€
WX Pa3JesaoT HA HECKOJIBKO BUJIOB - aHOHMMHbBIE U HE aHOHMMHBbIE. Pa3HuIla B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs MpoBOAUTH olepaluu 0e3
UJCHTU(UKAIINY TTOJIH30BATEINS], @ B HEAHOHUMHBIX UJICHTU(UKAIUS TT0JIh30BaTENs
ABIIAETCS 0053aTEILHOM.

Takxke crnenyer pas3inyaTh 3JIEKTPOHHBIE (UaTHbIE AEHBIH (PaBHBI
rOCyJIapCTBEHHBIM BaJIIOTaM) M DJEKTPOHHbIE HEe(pUATHBIC NCHBIM (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. TTpuBsiku K cueTy MOOUITBbHBIHN TenePOoH. DTO camblid yAOOHBII U OBICTPHIi
croco0 BOCCTAHOBUTH JOCTYM K cueTy. [IpuBsizaHHbIN TenedoH MOMOXKET, eciiu
3a0y/enb CBOM TUIATEXKHBIA Tapojbh WIM 3aijielllb Ha CalT C HE3HAKOMOIO
YCTPOMCTBA;

2. Hcnonb3yil onHopasoBble mnaponu. Ilocie mepexona Ha yCUJIEHHYIO
aBTOpHU3alLlMI0 TeOe yke He OyAeT yrpoxaThb ONAacHOCTb Kpakl WM IepexBara
MJIATEXKHOTO MAPOJIS;

3. BriOepu cnoxusiii mapons. [Ipectynmaukam OyAeT HE MPOCTO yraaarth
CJIOXHBIN aposib. HajexHble maposu - 3TO MapoJik, KOTOPIE COJIEpPKAaT HE MEHEe
8 3HaKOB M BKJIIOYAIOT B CE€0S1 CTPOYHBIE U MPOMUCHBIE OYKBBI, IU(PPHI U HECKOIBKO
CUMBOJIOB, Takh€ KakK 3HaK Josuiapa, (pyHTa, BOCKJIMIATENIbHBIA 3HAK W T.II
Hanpumep, $tROng!;;

4. He BBOIM CBOU JIMYHBIC JaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSIEIIIb.

DJIEKTPOHHAs 1T0YTa

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTUS U MPEJOCTABISIEMBIE €10 YCIYTH IO
NEPEChUIKE U TIOTYYEHUIO JIEKTPOHHBIX COOOIIEHUH, KOTOPbIE PaCHpeeIsIOTCS B
KOMIBIOTEpHOW ceTh. OOBIYHO JJICKTPOHHBIA TIOYTOBBIA SIIUK BBITIISINAT
CIIEIYIOIMM  00pa3oM: UMs_TNOJb30BaTeNA(@uMs_JoMeHa. Takxe Kpome
nepesadyy MpocToro TeKCTa, UMEETCsl BO3MOXKHOCTD IiepeaBaTh (pailiibl.

OCHOBHBIE COBETHI IT0 OE30IMaCHOM pabOTe C IIEKTPOHHOM MOUTOM:



1. Hago BBIOpaTh IpaBHIIbHBIN MOYTOBBIM cepBUC. B HHTEpHETE €CTh
OTPOMHBIN BHIOOP O€CIIIIATHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIyUIIIE IOBEPSTH TEM,
KOTO 3HACIIb U KTO TIEPBBII B PEUTUHTIE;

2. He yka3pIiBaii B TuuHO# noute JTM4Hy0 nHbopmaiuo. Hanpumep, aydiie
BBIOpaTh "My3bIKaNIbHBIN (paHaT@" nau "pok2013" BmecTo "temal3";

3. Ucnonb3yil OBYXATAlHYIO aBTOPHU3ALHIO. JTO KOTAa MOMHUMO MapoJid
HY>KHO BBOJUTB KOJI, TPUChUIaEMBbII T0 SMS;

4. Be1bepu CIIOKHBIN Maposib. J{J1s1 KaXK 10T IMOYTOBOTO SITITMKA TOJDKEH OBITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnm ecTb BO3MOXKHOCTH HAIlMCaThb CaMOMY CBOM JIMYHBIA BOIIPOC,
WCIIOJIb3YH 3TY BO3MOKHOCTB;

6. HMcronb3yil HECKOJBKO MOYTOBBIX SIIMKOB. IlepBbIil miis vacTHOM
IIEPEINCKU C aIpecaTaMH, KOTOPBIM ThI JOBEPSEHIb. JTO dJIEKTPOHHBIN aJApec HE
HAJI0 UCTIOIBH30BaTh MPU PETUCTPALIMK HA PopyMax U calTax;

7. He oTkpsiBail (aiisibl U apyrue BIIOKEHUS B MUCHbMAaX, JaKe €CIH OHH
MPUIILTA OT TBOUX Jpy3ei. Jlydile yTouHU y HHUX, OTHPABIISIIN JIU OHU TeOe ITU
(baisl;

8. Ilocne oxoHuaHus pabOTHI Ha MOYTOBOM CEPBUCE MEpEl 3aKpPbITUEM
BKJIAJIKM C CAUTOM He 3a0y/ib HaXkaTh Ha "BeritTu".

KubepOymuiiHr unu BUPTYyaabHOE U3/I€BATEIBCTBO

KubepOymmuar -  mpecieipoBaHue  COOOIIECHUSIMU,  COJEPIKAIUMHU
OCKOpOJIeHMS, arpeccuio, 3aIyTUBaHUE; XYJINTaHCTBO; COLIMAIbHOE
OOMKOTHPOBAHUE C IOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI IO 00pHOE ¢ KNOEPOYIITMHTOM:

1. He Opocaiics B Ooi. JIyumuii cnoco6: TOCOBETOBAThCS Kak ce0sl BECTH U,
€CJIM HET TOro, K KOMy MO>XHO OOpaTUThCS, TO BHaYalle YCHOKOUThCS. Eciu Thl
HAYyHEIIb OTBEYaTh OCKOPOJICHUSMU Ha OCKOPOJIEHHUS, TO TOJBKO elle OoJblie
pa30AOKeIb KOH(IIHUKT;

2. Yupapnsii cBoel kubeppemyTaiueii;

3. AHOHUMHOCTH B ceTu MHUMas. CyIIeCTBYIOT CIOCOOBI BBISICHUTBH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XyJIHTaHCKUW 00pa3 BUPTYyadbHOU ku3HU. MHTEpHET
(buUKCUpyeT BCE TBOUW JICHCTBUS M COXpaHSET UX. YJAIUTh MX OyJeT KpaiHe
3aTPYAHHUTEIBHO;

5. Cobro1ail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOJY;

6. UrHopupyit enuHu4HBIM HeratuB. (OJHOPa30BbIE OCKOPOUTEIBHBIC
COOOIIeHHsT JIyyllle MTrHOpUpoBaTh. OOBIYHO arpeccusi MpeKpamaeTcss Ha
HavyaJIbHOU CTAJHH,

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKHPOBKH OTIPABKH COOOILEHUH C
ONPENIEIICHHBIX aJPECOB;

8. Ecniut TbI cBUAETEND KNOEPOYIIMHTA. TBOM IEHCTBUS: BHICTYUTH MPOTUB
npecieaoBaTeNsl, MOKa3aTb €My, UYTO €ro JACHCTBUS OLEHUBAIOTCS HETaTUBHO,
MOJ/IePKaTh KEPTBY, KOTOPOW HYKHA TICUXOJOTUYECKAs TMOMOIIb, COOOIINTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.



MoOumnbHBIN TeneQoH

CoBpeMeHHbIe cMapThOHBI U TUTAHIIIETHI COIEPkKAT B ce0e BIIOJIHE B3POCIIbIi
GyHKUIHMOHAT, W TENepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMU
KoMIibloTepamMu. OJIHAKO, CPEJICTB 3AIIMUTHI 1JIs MOAOOHBIX YCTPONCTB MOKA OYEHb
Mano. TecTupoBaHME W TOUCK YSA3BUMOCTEM B HHUX HPOUCXOOUT HE Tak
MHTEHCUBHO, Kak 1711 [1K, To jxe camoe kacaeTcst U MOOMIIbHBIX MPUITOKEHHM.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MPaKTHYEeCKH JIOTHAIH
HACTOJIbHBIC AHAJOTH, OJHAKO pacIidpeHHe (YHKIMOHANa BIEYET 3a CcOoOoi
OOJIBIIYIO CJI0)KHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAMUTENN BBITYCKAIOT OOHOBJIIEHUS, 3aKPBIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OcCHOBHBIE COBETHI JJI 0€301TaCHOCTH MOOUIILHOTO TesedoHa:

Huuero He sBisieTcs mo-HacTosmeMy OecriaTtHbIM. byib ocTOpoXkeH, Beb
Korja Tede mpearaoT OecIyIaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBIThI KaKue-
TO IUIATHBIE YCIIYTH;

Hymaii, npexze uem otrnpaBuTbh SMS, ¢oto nuimm Buaeo. Thl TOUHO 3HACHID,
r7ie OHU OyyT B KOHEYHOM UTOTE?

Heo0xoa1umMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE IPOIPaMMBI JJIsI MOOMJIBHBIX TEIE()OHOB;

He 3arpy»xail npuaoXeHHsI OT HEU3BECTHOTO MCTOYHHKA, BEb OHU MOTYT
coJIep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE O0ECIICUECHHUE;

[Tocne Toro Kaxk Thl BBIMJIEHIB C CaiiTa, I7l€ BBOAWI JIMUHYIO HH(POPMALIHIO,
3aiiin B HACTPOIKkK Opay3epa U yaaiu cookies;

[lepuonnuecku npoBepsiil, KaKKue MIaTHbIE YCIYTH aKTUBUPOBAHbI HA TBOEM
HOMEpE;

JaBaii cBoii HOMEpP MOOMJIBHOrO TeleOHa TONBKO JIIOASM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth momkeH ObITh BBIKIIOYEH, KOTJa Thl UM HE MOJb3yembes. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpst

CoBpeMEHHbBIE  OHJIAWH-UIPBl - 3TO KPACOYHBIE, 3aXBaThIBAIOLIUE
pa3BiedeHusi, OObEAUHSIONMINE COTHU ThICAY YEJIOBEK MO BceMy mupy. Urpoku
UCCIIEAYIOT AaHHBIA UM MUp, OOIIAIOTCS APYr C APYrOM, BBINOJHSIOT 33JaHUS,
CPaKAIOTCSl C MOHCTpPAMU W TMOJYYarOT ONBIT. 3a YJOBOJIbCTBHE OHHU IJIATAT:
MOKYMNAaloT JUCK, OTUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce »Tu cpeacTBa uayT Ha NOJAEpKAHUE U Pa3BUTHE UT'PBI, @ TAKXKE HA caMy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIUU, BBIITYCKAIOTCS HOBBIE
naTyu (1 poBbIe 3aMIATKHU JIJIs IPOTrpaMM ), 3aKPbIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B momoGHBIX Wrpax CTOMT oOmacaThCsi HE CTOJIBKO CBOUX COINEPHHKOB,
CKOJIBKO Kpa)KM TBOErO MapoJjisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3ALUHU
OOJBIITMHCTBA UTP.

OcCHOBHBIE COBETHI 110 OE€30MaCHOCTH TBOETO UTPOBOT0 aKKAyHTA!

1. Eciiu npyroii urpok BeseT cedsi MI0X0 WK CO3aeT Te0e HENPUATHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;



2. Tloxamyiics agMHUHHCTPAaTOpaM MIPbl Ha IUJIOXOE€ IOBEIAEHUE ATOrO
UTPOKa, J)KEJIATENBHO MPUIIOKUTh KaKUE-TO JO0Ka3aTEIbCTBA B BUJE CKPUHOB;

3. He yka3piBail 1uuHy0 HH(OOpMAIIUIO B podaiisie Urphl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranapnuBaii HeopuimaabHble TATYH U MOJIBI,

6. Mlcnosib3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. Jlaxke BO BpeEMsI UTPbI HE CTOUT OTKIIFOUaTh aHTUBUPYC. [1oka Thl urpaeisp,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WK KpaXka TUYHBIX JaHHBIX

OOBIYHOM Kpaxel JCHET W JOKYMEHTOB CETOJIHS YK€ HUKOTO HE yIUBHIIIb,
HO C Pa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKH TEPEMECTUINCH B
UHTEPHET, U MPOJOJHKAIOT 3aHUMAThCS " MIOOMMBIM" IEIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOILICHHUYECTBA WM (DUIIMHT,
rJIaBHas 1eJb KOTOPOTO COCTOUT B TMOJMYYECHUU KOHQPUACHIIMAIBHBIX JAaHHBIX
MOJIb30BaTENICH - JIOTMHOB U mapojeit. Ha anrnuiickom si3bike phishing unraercs
kak ¢uuHr (0T fishing - peiOHas noBs, password - mapoib).

OcHOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Cnenm 3a cBouM akkayHTOM. Eciiu Thl m0J03peBacllb, YTO TBOSI AHKETA
Oblla B3JIOMaHa, TO HeoOXoJAMMO 3a0JIOKUpOBaTH €€ U COOOIIUTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Ucnonb3yit 6e3omacHbie B€O-CaiiThl, B TOM YKCIIe, THTEPHET-Mara3uHoB U
MTOUCKOBBIX CUCTEM;

3. Ucnonw3yii ClOXHBIE U pa3Hble Mapoiu. TakuMm oOpazoMm, eciu Tels
B3JIOMAIOT, TO 3JOYMBIIUIEHHUKH TOJy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
npo U0 B CETH, a HE KO BCEM;

4. Eciu T1e0s B3JIOMalIM, TO HEOOXOAUMO MPEAYNPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOPbIE 100aBJICHBI Y T€OS B IPY3bsAX, O TOM, YTO T€Os B3JIOMAJIH H,
BO3MOYKHO, OT TBOET'O UMEHU OYET PacChUIaThCS CIIaM M CChUIKU Ha (DUIITUHTOBBIC
CalThI;

5. YcranoBu HaaexHbii napoias (PIN) Ha MoOWIbHBIN TenedoH;

6. OTKIIIOUM cCOXpaHeHue mapoJsi B Opaysepe;

7. He otkpbiBail (aiiapl U Apyrue BIOKEHHS B MUChMax, JaKe €CIIU OHU
MPUIILTA OT TBOUX Jpy3ei. Jlydine yTouHu y HUX, OTHPABIISLIN JIM OHU TeOE 3TU
(baibl.

[udposas penyranus

[udporas pemyranus - 3TO HEraTUBHAS WJIM MO3UTHBHas MHGOpMAIUS B
cetu o tebe. Komnpomerupyromias uHpopManus, pa3MelieHHass B UHTEPHETE,
MOXET CEpPhE3HBIM 00pPa30M OTPA3UThCS Ha TBOEW peasibHOM ku3HU. "lludposas
penytanus” - 3T0 TBOM UMUK, KOTOPBIA (popmMupyerca u3 undopmanuu o Tede B
UHTEpHETE.

TBoe MecTo KWUTEIbCTBA, Yy4eObl, TBOe (UHAHCOBOE IOJIOKEHUE,
OCOOEHHOCTH XapakTepa M paccKas3bl 0 OJIM3KUX - BCE ITO HAKAIUIMBACTCS B CETH.

MHorre MOAPOCTKH JETKOMBICIEHHO OTHOCSTCS K IMyOJIMKAIlUU JIMYHON
uHdopmaruu B IHTepHETE, HE TTOHMMAsE BO3MOXKHBIX MOCIEACTBUHN. ThI Maxe HE



CMOJKEIIIb IOTaaThCsl O TOM, 4TO (pororpadus, pa3merieHHas S5 JeT Ha3ad, cTaia
MPUYMHON OTKAa3a MPUHATH T€OS Ha paloTy.

KommenTapuu, pazMenienue TBoux gororpaduii u gpyrue 1eMcTBUs MOTYT
HE UCYE3HYTh JIaKE€ MOCJIE TOTO, KaK Thl UX yIAJHUIb. Thl HE 3HACHIb, KTO COXPaHUII
3Ty UH(POPMAIIKIO, TOIajia JIU OHA B MOUCKOBBIE CUCTEMbI U COXPAHUJIACh JIM OHA,
a rJaBHOE: 4TO MOIYyMAIoT O Te0e OKPY KAIOIINE JIFOIU, KOTOPhIE HAUYT U YBUJIST
»T0. HaliTu uH(pOpMalnio MHOTO JIET CITyCTSI CMOXKET JIF0OOM - Kak M3 JT0OpbIX
noOyKJIeHUH, TaK U C HAMEPEHUEM MMPUIUHUTD BpEl. ITO MOKET OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE ITU(PPOBOI peryTaLUU:

1. IToxymaii, mpex/ie ueM 4To-To MyOJIMKOBATh U IepeiaBaTh y ceOs B Ojore
WJIM B COLIMAJILHOM CETH;

2. B HacTpoiikax mpoduis yCTaHOBM OTPaHUYCHHS HAa MPOCMOTP TBOETO
npoduIsl ¥ €ro COAECPAKUMOro, cliesiail ero TOAbKO "1 Apy3eit”;

3. He pa3memail v He yka3blBail HHPOpMAIUIO, KOTOpask MOXKET KOro-JI1nbo
OCKOPOJIATH WK OOMKATh.

ABTOpCKO€E MPaBO

CoBpeMeHHbIE UIKOJBHUKM - AaKTUBHBIE MOJb30BaTeNd LU(PPOBOTO
npoctpaHcTBa. OJIHAaKO JAIEKO HE BCE 3HAKOT, 4YTO II0Jb30BAHWE MHOTHMMU
BO3MOXKHOCTSIMH ~ IIM(PpPOBOro  Mupa TpeOyer coOMoJeHuss 1paB  Ha
UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "uHTEMIEKTyaldbHass COOCTBEHHOCThH'" OTHOCHUTCS K Pa3IMYHBIM
TBOPEHUSM YEJIIOBEYECKOI0 yMa, HAuMHAs C HOBBIX HM300pETEHUN W 3HAKOB,
0003HavyaroIMX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH, U 3aKaHYMBasi KHUTaAMH,
doTorpadusMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE TIpaBa - 3TO IpaBa HA MHTEUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
MPOU3BEICHUS HAYKH, TUTEPATYPhl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYIAIOT B
KaueCcTBE TapaHTHH TOTO, YTO HMHTEIUICKTYaJbHBIA/TBOPUECKUN TPy aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBeIJMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ynpTaTax CBOET0O TpyJla, MOJIYYUTh HW3BECTHOCTh M mNpu3HaHue. Hukro 0e3
paspenieHuss aBTOpa HE MOXET BOCHPOU3BOAMTH €ro  IPOU3BEACHHE,
pacnpoCTpaHsiTh, MyOJIHMYHO JIEMOHCTPUPOBATH, NPOJaBaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJIUYHO WCIIOJIHSTH, TOKA3bIBATH/UCIIONHATD B dupe mim
pasMmewars B IHTEepHETE.

Ucnonb3oBanue '"muparckoro" MPOrpaMMHOIO OOECHEYEHUS MOXKET
OPUBECTH K MHOTUM pHUCKaM: OT MOTEPH JAHHBIX K TBOMM AakKKayHTaMm JO
OJIOKUPOBKH TBOET'O YCTPOMCTBA, I/I€ YCTAaHOBJIEHA HeJleraibHas nporpamMma. He
CTOUT TaKXe 3a0bIBaTh, UTO CYIIECTBYIOT JETalIbHbIE U O€CIUIaTHBIE TPOTrPAMMBI,
KOTOPbIE MOKHO HATH B CETH.

O noprane

CereBrU4OK.p( - TBOM IJIaBHBII COBETUHK B CETU. 3/1€Ch Thl MOKEIIb Y3HATh
0 0€30MacHOCTH B CETU MOHSATHBIM U TIOCTYIHBIM SI3bIKOM, a P BOZHUKHOBEHUU
KPUTHYECKON CUTyallu OOpaTUTHCS 3a COBETOM. A TakKe NMPUHATH y4acTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(POBBIM IPaskIaHUHOM !






